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Abstract 2. Synchronization points

We show the difficulties that arise for the implementation  The described difficulties are complicated by the use of na-
of a real-time garbage collector (GC)in a multi-threaded tive threads that impose no restrictions on when thread swit-
system. A mechanism for synchronization between threads ishes may occur. If GC work is required, there is very little in-
proposed for a single processor system. It is shown how thiformation available on the state of the threads.
mechanism can be used to maintain exact information on The solution we propose here is to prohibit thread switches
roots, to do incremental or even constant-time root-scanningat arbitrary points during execution for mutator threads. In-

and to allow pre-emption of GC activity. stead, scheduling should occur onlyswtchronization points
) that are automatically inserted in the code by a compiler or
1. Introduction virtual machine. At such aynchronization pointa test of a

o o global variable indicates if a thread switch is required, and
The difficulties caused by synchronization between the GCsome code is executed if this is the case. Here is the required
and several mutator threads have so far made an implementgypde for asynchronization poires as pseudo-C code:

tion of a hard real-time GC for such widely used languages as
Java impossible. By real-time GC, we mean a system that
allows worst case execution times to be derived for any task
that is performed, especially operations like memory
accesses, reference assignments, modifications of the root set
and allocations. For such a system to be useful, the worst case o
performance must be very small. We limit our analysis to the 1 he thread scheduler has to set the gchronization_
problems that arise by the co-ordination between threads.  'eduiredwhenever a different thread than the currently run-
For incremental scanning of the memory-graph to be cor-NiNg one should become active. .
rect, most GC algorithms rely on a write-barrier to inform the | N€Sesynchronization pointsave to be inserted frequent-
collector about changes made by the mutator [1]. Write-barri-Y €nough so that pre-emption of threads is possible with a mi-
er code typically must not be pre-empted by GC activity. On Nimal delay. This is required in real-time applications where
standard hardware, it cannot be implemented using a singld!i9h Priority tasks have to be able to pre-empt lower priority
atomic instruction. Additional locking code is required to en- 1@sks within a fixed delay. A compiler or virtual machine
sure atomicity. implementation can generate code in a way that guarantees
There exist very few GCs that do not require this locking. frequent execution of th&ynchronization pointsThis can be

One is presented in [2], but this algorithm is limited to a single 2chi€ved by generating this code within all loops, at (potenti-

mutator thread. Another one is [3]: This approach uses a signi-a”y recursive) calls and within long sequences of linear code.

ficantly more complex write-barrier, and it uses a complex FOr @ given platform it is possible to guarantee an upper
synchronization of all threads at the beginning of each gcPound for the length of the time interval between sya-
cycle. This approach is nevertheless similar to the mechanisnfhronization points _ . . .
proposed here as it requires insertion syhchronization The synchronization pointsan be realized using native
points threads and a global semaphore [7] that has to be acquired by

Another difficulty that arises in multi-threaded systems is & Mutator thread to execute. To allow a thread switclsyta

scanning values on the stacks for root pointers. Current implehronization pointthis semaphore will be released and direc-

mentations often use conservative scanning techniques [4f!Y réacquired to allow a different thread to take over the
that do not require exact information on the location of refe- PrOCesSor, as shoyvn above.. . .
rences. This conservatism makes such implementations unus- Whensynchronization pointare used, the restrictions im-
able for security relevant domains and for applications that re-20Sed on the mutator by the GC are relaxed significantly for

quire guarantees on the performance of the GC to be able tﬁgiﬁoai%ggg‘.’een tweynchronization pointsThere are three
satisfy their allocation requests or to meet real-time deadlines: 2D . .
fy g 1. The invariants required by the GC do not have to hold in

We assume an incremental implementation of a mark-and- A . ; ; .
sweep GC [5], but the proposed mechanism is just as well apP&tween twasynchronization pointsA typical GC invariant
plicable to copying collectors [6]. When we talk abpative ~ ISThere are no pointers from a black object to a white object.
threads we mean threads that can be scheduled at any timel,t IS SL.’ﬁ'C.'em to restore the |nvar'|ant.by the time the BYRE
like it is usually the case for kernel-level threads. chronization poinis reached. This gives freedom to optimi-

zing compilers allowing them to modify all the code in be-

tweensynchronization points

if (synchronization_required == true) {
... record thread's state ...
V(global_thread_semaphore); /* thread switch */
P(global_thread_semaphore);



2. No locks are required to modify the memory graph or complicated by this mechanism, large stack-frames can cause
global data used for memory management. Especially write-long worst case delays and it is hard to guarantee progress
barrier code and allocation of objects can be performed with-since a thread might continuously force rescanning of its
out the need for locks on the accessed data structures since altack-frames.
other threads are haltedsgihchronization pointand are gua- To solve these problems, we want to take the task of scan-
ranteed not to modify this data at the same time. ning the stack-frames completely away from the GC. Instead,

3. No exact reference information is required, since rootthe mutator threads should guarantee thasghehronization
scanning cannot take place in betwsgnchronization points point, any reference that is used locally by a thread is also pre-
sent on the garbage collected heap. This can be ensured by
storing all life reference variables of the current routine into
. . the heap orsynchronization pointand on calls. Per-thread

_Torun the GC, we have a choice between two possibilities:preallocated memory sub-pools or stacks can be used for this.
Either, we have the GC running as a separate thread parallel to \when the references are stored, GC constraints like write-
the mutators, or we intertwine GC and mutator activity doing parriers have to be obeyed. An implementation of this mecha-
GC increments within the mutator threads. Since the amounhjsm has to ensure that storing of these references is efficient,
of GC work that is required can be expressed as a function ohot to increase the overhead for calls unreasonably. We have
the amount of allocation that is going on [8], the latter soluti- ryn several large Java applications (a compiler, SwingSet and
on seems to be preferable. This also allows a fair accountingyotjava) to collect information on the required additional
for GC work, when increments of the collection work are per- code on calls. The applications had in average between 2.02
formed at allocations and the thread performing an allocationgng 2.73 life references on a call, adding the overhead of sto-
has to pI’OVide the CPU-time for the GC aCtiVity required to ring 2to3 referencesy which appears to be reasonable.
Satisfy the allocation request. Furthermore, the GC code itself Having all reference values present on the heap, it is suffi-
can make use aynchronization pointsso that a higher prio-  cjent to have a single root pointer in the system that is scanned
rity thread can become active even while the GC is scanningyt the beginning of the GC cycle. It just has to be ensured that
memory. A simple approach would be to ayuichronization a1 memory used for local reference variables is reachable
pointsafter scanning of each grey object. from this single root pointer. The root scanning time is
constant and very small.

3. Garbage Collector

4. Root scanning

One of the biggest problems a real-time GC has to deal5' Conclusion

with is scanning of root pointers (reference values that are sto- \We have presented a new way to synchronize mutator
red |0ca”y on the stack or in registers of a.mutator thre.ad).threads and GC on Sing|e processor Systems' We have shown
Whenever the GC needs to scan the root pointers, exact inforthat this allows to provide information for exact incremental
mation on their whereabouts is required. Fortunately, this cangc that is hard to achieve when native threads are used direc-
happen only if synchronization is actually required. Since thetyy. Since we have limited our analysis on the synchronization
set of life variables is statically dete.rminable, the recorgiing of aspects, for a complete real-time GC implementation many
this set can be done by a single write to memory, that is dongyther decisions have to be made. A suitable incremental algo-
conditionally at asynchronization poindnly if synchronizati-  rithm has to be chosen, among the classical ones are [5], [6]
on is actually required. and [9]. The algorithm has to be implemented carefully to be
Call points exact and to have a good worst case performance behaviour.
Unfortunately, it is not sufficient to have root information Then, a mechanism that guarantees sufficient GC progress has
on the routine that is currently being executed, but the sameao be used, like the ones presented in [10] and [8]. Another
information is also required for all methods that are currently problem that needs to be addressed is fragmentation.
active, so that the list of active stack frames can be traversed
and scanned. This requires the mutator threads to store infor§, References
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